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Today’s Agenda

A simple journey from risk to practical action

What’s happening out Why charities are Real world case What can we do
there targeted and the studies about it
implications
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Section 1: What’s happening out there

The most damaging incidents usually start with something simple rather than highly technical.
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Reality check: what the sector is dealing with

-

.

28-30%
of UK charities experienced a cyber breach or attack in
the last 12 months

~

/

-

o

1in7
Around 1 in 7 charities suffer actual cybercrime (Not just
attempted attacks)

~
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61,000

estimated number of UK charities affected annually

\

/

-

o

86%

of charities that experienced breaches said phishing was
involved

~

/

Most attacks aren’t technical — they target people



Real or Fake?

Subject: Urgent: Your Account Will Be Suspended Today

From: IT Support Team <support@bna-itsecure.co.uk>

To: Employee
Date: 15 June 2026

Dear User,

We have detected unusual activity on your account and, as a result, your access will be suspended within the

next 2 hours unless immediate action is taken.

To avoid disruption to your email and files|please verify your account details|by clicking the link below:

* http://bna-it-secure-verification-login.com/update

Failure to complete this verification process will result in|permanent account deactivation and loss of all data.

If you have already completed this process, please ignore this email.

Kind regards,
IT Support Team

BMA Secure Services
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Section 2: Why are charities targeted and what are
the implications

Cybersecurity is not just an IT issue. For charities, it is a service delivery, safeguarding, and trust issue.
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Why charities are targeted

High-value data: donor records, staff details, beneficiary

: : ) ) Valuable data
information, and in some cases health or safeguarding data.

Lower cyber maturity: many charities have limited time,
budget, or specialist support.

Limited resources

People-heavy environments: staff, volunteers, trustees,
suppliers, and personal devices create more opportunities for More human error points
mistakes.

Mission pressure: attackers know charities may feel forced
to act quickly to restore services or protect vulnerable people.
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4 N

Why this matters to charities

Protecting funds
Budgets are tight and the loss of money, no matter how big or
Loss of funds could result in loss of frontline small can have huge implications.
services or even closure. . 4
4 I
_ Service delivery
If your systems go down, your services slow down Email, phones, case systems, payroll, and finance are all part
or StOp of keeping services moving.
o /
If your data is exposed, the people affected may pe Safeguarding
donors, Staﬁ, volunteers, or vulnerable beneficiaries. Many charities hold data that is more sensitive than standard

customer records.

If trust is damaged, fundraising and reputation can
suffer for a long time after the technical issue is Trust

fixed. A cyber incident can change how donors, trustees, and clients
feel about your organisation.
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Section 3: Real World Case Studies

Real attacks on real organisations. What can we learn from these?
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Most attacks start with one of these

4 N

Phishing

A fake login page, link, or
attachment tricks someone into
giving access or downloading
malware.

o /

4 N

Email impersonation

Attackers pretend to be a CEO,
trustee, supplier, or finance
contact.

- J

4 N

Supplier compromise

The charity does not get hacked
directly, but a service provider
does.

o J
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Human error

Incorrect settings, poor access
control, or simple mistakes
expose data.

- /
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Case study: Mermaids

What happened

Mermaids An email group was created with insecure
Location: UK-wide charity settings and remained viewable online for

_ almost three years.
Date: Breach discovered 2019

There was no dramatic cyber attack, this
was a configuration and governance
failure.

Result: Data breach & Fine

Was it?

BNA IT Solutions

Impact

Around 780 pages of confidential
emails and information on roughly
550 people were exposed.

The charity was fined £25,000 by
the ICO.

[ Phishing } [ Email Impersonation } [ Supplier Compromise } [ Human Error }

Lesson: Good governance, reviews, access settings, and staff training matter just as much as technical security tools.
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Case study: Major UK charities hit via supplier breach

What happened Impact
RSPCA, Dogs Trust, . .

Batt Shelter A cyber attack on About Loyalty Friends of the Earth said around
5_‘ ersea, elter, and subcontractor Kokoro affected 93,000 supporters were affected.
Friends of the Earth multiple well known charities. The wider number across charities

Location: UK-wide Supporter data such as names, likely ran into many hundreds of
email addresses, partial thousands of supporters.
Date: August—September 2023 . :
addresses, and donation history
Result: Data breach, trust and were exposed_
reputation affected
Was it?
[ Phishing } [ Email Impersonation } [ Supplier Compromise } [ Human Error }

Lesson: You are only as secure as the people and platforms you rely on. Supplier due diligence and data minimisation matter.
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Case study: Red Kite Community Housing

What happened Impact
Red K'te Commun Ity Attackers mimicked a legitimate £932,000 was lost through the
Housing supplier and inserted themselves fraud.
Location: High Wycombe, Into a genuine email chain. The charity described the
Buckinghamshire Payment details were altered experience as being “conned” and
through email deception rather had to tighten controls afterwards.

Date: January 2020 _ ,
than a dramatic external “hack”.

Result: Money lost

Was it?

[ Phishing }[ Email Impersonation }[ Supplier Compromise }[ Human Error }

Lesson: Email-based payment verification and finance controls can be the difference between a near miss and a
catastrophic loss.
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Case study 4: Edinburgh Festival Fringe Society

What happened Impact
Edinburgh Festival A ransomware incident disrupted The incident reportedly cost around
Fringe Society operations and created significant £65,000.
Location: Edinburgh, Scotland recovery costs. Beyond the financial hit, ransomware

. The likely cause of the attack was typically causes downtime, urgent
Date: NCSC-cited ransomware example an email sent to individuals with rgmedigtion, and Ieadership
Threat: Cyber fraud / ransomware / the purpose of gaining access to distraction.
breach systems.
Was i1t?
[ Phishing } [ Email Impersonation } [ Supplier Compromise } [ Human Error }

Lesson: This wasn’t a sophisticated hack, it was a simple phishing email and missing basic protection.
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How many did you get correct?
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Section 4: What can we do about it?

A cyber incident is not just downtime. It changes how your organisation operates, communicates, and is perceived.
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Six controls every charity should prioritise

-

1. MFA

Protects accounts even if a password is
stolen

.

~

-

4. Backups

Turns disasters into recoverable
incidents

.

-

2. Staff awareness
Cuts the success rate of phishing and
payment scams
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~

-

5. Updates & patching
Closes known weaknesses before
attackers exploit them

o
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/

.

3. Password management

Reduces password reuse and shared
credential risk

\

/

-

.

6. Access control

Makes sure the right people have the
right access only

~




1. Multi-Factor Authentication (MFA)

What this helps prevent Why it matters for charities

Most modern attacks involve someone obtaining a password
Account takeover through phishing or reuse.

Business email compromise MFA puts a second step in the way, which blocks attackers even

Phishing-led login theft when a password has been compromised.
How a small charity can implement it

o

Turn it on for Microsoft 365, Google Workspace, finance systems,
and any cloud service with sensitive data.

Authenticator
code
|
— |
Blocked attacker

Use an authenticator app rather than just SMS where possible.

Make it mandatory for staff, trustees, and high-risk shared
functions like finance or admin.
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2. Staff awareness and safe reporting culture

What this helps prevent Why it matters for charities

o _ Your team is both a risk and a defence layer. Most attacks rely on
Phishing clicks trust or urgency working against people.
Fake payment requests A charity with a “no blame” reporting culture can catch mistakes
Malware from links or early and dramatically reduce impact.
attachments

How a small charity can implement it

Run short quarterly awareness sessions -15 to 20 minutes is
enough if they are simple and relevant.

Teach staff and volunteers to pause, verify, and ask before
paying, clicking, or sharing data.

Suspicious Pause and .

Encourage immediate reporting of mistakes so action can be
taken quickly without embarrassment.
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3. Password management

What this helps prevent Why it matters for charities

If one password is breached, attackers try it everywhere else.
Password reuse across

systems Shared logins also make it harder to know who did what and

: harder to lock access down cleanly.
Shared spreadsheet or sticky- y

note passwords

Unique Password
passwords manager

How a small charity can implement it

Use a password manager so individuals have unique, strong
passwords without needing to remember everything.

Move away from shared password lists and role-based logins
where possible.

Prefer long passphrases and unique credentials for every
important system.

Cybersecurity for Charities | BNA IT Solutions



4. Backups

What this helps prevent

Permanent data loss
Ransomware-driven shutdown

Long periods of downtime while
rebuilding systems

m

Cybersecurity for Charities | BNA IT Solutions

BNA IT Solutions

Why it matters for charities

Backups change the conversation from “Are we forced to pay or
rebuild from scratch?” to “How fast can we recover?”

For small charities, that difference may protect service delivery,
payroll, donor history, and case records.

How a small charity can implement it

Use automatic backups for files, cloud services, and any critical
business data.

Keep at least one backup isolated from the main environment so
attackers cannot easily affect it too.

Test restores. There is no point having backups you have never
successfully used.




BNA IT Solutions

5. Updates and patch management

What this helps prevent Why it matters for charities

- Attackers often use weaknesses that already have a fix available.
Exploitation of known They are looking for organisations that simply have not applied it
vulnerabilities yet.
Malware and ransomware Small charities are particularly exposed if updates are nobody’s
entering through unpatched clear responsibility.
software
Easy wins for attackers against How a small charity can implement it
legacy systems Turn on automatic updates wherever possible for laptops,

desktops, and standard applications.

Have a named person or supplier responsible for checking core

Known weakness systems and devices monthly.

fixed before attackers ) )
use it Retire or isolate old systems that can no longer be updated

properly.
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6. Access control and user lifecycle

What this helps prevent Why it matters for charities

e rEr SR G vEl e One f(_)rglglotten accognt can pecgme thiheas:esi route |nI. This is
keeping access especially common in organisations with volunteers, role

_ _ changes, and shared responsibilities.
Too many people with admin — : :
rights Limiting user access also reduces the damage if one account is

compromised.
Data exposure caused by

unnecessary permissions _ _ _
How a small charity can implement it

- Create a simple joiner / mover / leaver process so access is
=
- needed granted, changed, and removed promptly.

Review admin rights and high-risk access every quarter.

_ Do not give everyone full access to everything by default.
Leavers removed immediately
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Final takeaways

You are a target

cyber risk now.

o

Charities of all sizes are dealing with

~

Most attacks are
preventable or reducible

The basics stop many of the patterns we
have discussed.

o

~

/
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Start simple and start now

Small, consistent actions are far better
than no action.

o

/

Cybersecurity is not about being unhackable. It is about becoming harder to attack, faster to
recover, and safer for the people who rely on you.
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Thank you

If you do one thing after today, turn on MFA.
If you do two things, train your team.
If you want help building the rest, that’s where we

come In. IT Solutions
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